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ABSTRACT 

     The AES algorithm, also called the Rijndael algorithm, is asymmetric block cipher, 

where the data is encrypted/ decrypted in blocks of 128 bits. Each data block is 

modified by several rounds of processing, where each round involves four steps. Three 

different key sizes are allowed: 128 bits, 192 bits, or 256 bits, and the corresponding 

number of rounds for each is 10 rounds, 12 rounds, or 14 rounds, respectively. From the 

original key, a different ―round key‖ is computed for each of these rounds. The single 

nonlinear step is the Sub Bytes step, where each byte of the input is replaced by the 

result of applying the ―S-box‖ function to that byte. This nonlinear function involves 

finding the inverse of the 8-bit number, considered as an element of the Galois field GF 

(2
16

). The Galois inverse is not a simple calculation, and so many current 

implementations use a table of the S-box function output. This table look-up method is 

fast and easy to implement. S-box is influenced by linear and differential cryptanalysis 

and also interpolation attacks. In this paper intended a new approach for the design of s-

box based on bee colony algorithm to increase the power of s-box and enhanced 

resistance against attacks through the use of artificial intelligence algorithms. 

           

 في الذكاء  بالاعتماد على مستعمزات النحل AES خوارسمية جذيذ ل  S-Boxقتزاح أ

 الاصطناعي
 

 الخلاصة
، ٚخى حشفٛز كخهت يخًاثهت، زٛث انبٛاَاث ٚخى حشفٛز/فك  Rijndael ، ٔحسًٗ أٚضا خٕارسيٛت AES خٕارسيٛت     

خضًٍ كم خٕنت أربع حعاندت، زٛث نهً عذة خٕلاثب حعذٚم  بج. كم كخهت بٛاَاث ْٕ 128حشفٛز فٙ كخم يٍ

حخطابق يع  انذٔراثبج، ٔعذد  256بج، أ192ٔ بج،128   :  نهًفاحٛر يخخهفت اطٕالخطٕاث. يسًٕذ بثلاثت 

نكم  يخخهف  round key‖خى ازخساب "ٚ ، عهٗ انخٕانٙ. انًفخاذ الأصهٙ، دٔرِ   12,14, 10 طٕل انًفاحٛر ْٕٔ 

'، زٛث ٚخى اسخبذال كم باٚج يٍ الإدخال 'sub byteخطٕة ْٙ انخطٛت  انخطٕة غٛز .ٔازذة يٍ ْذِ اندٕلاث

بج، ٚعخبز -16. ْذِ انذانت غٛز انخطٛت حخضًٍ  يعكٕص انعذد اخز باٚج انٗ' S-Boxبٕاسطت  حطبٛق انذانت '

GF (2عُصزا يٍ عُاصز 
16

.) Galois inverse  نٛسج عًهٛت زسابٛت بسٛطت، ٔاسخخذاو انعذٚذ يٍ انخطبٛقاث

بخسهٛم انشفزاث  ٚخأثز S-Boxْذا الأسهٕب سزٚع ٔسٓم انخُفٛذ. زٛث اٌ  . S-Boxدانت لاخزاج خذٔل سانٛت ان

اسخُاداً إنٗ S-Box ٚقصذ احباع َٓح خذٚذ نخصًٛى  انبسث انخطٛت ٔانخفاضهٛت، ٔأٚضا ْدًاث الاسخٛفاء. فٙ ْذِ 
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ضذ انٓدًاث عٍ طزٚق اسخخذاو خٕارسيٛت ٔحعشٚش انًقأيت  S-Boxخٕارسيٛت يسخعًزة انُسم.  نشٚادة قٕة 

 انذكاء الاصطُاعٙ.

 

Keywords: Encryption, Encryption, Artificial Bee Colony, S-Box, Polynomial, Galois 

field. 

 

INTRODUCTION  

ryptography is the science of using mathematics to encrypt and decrypt data. 

Cryptography enables you to store sensitive information or transmit it across 

insecure networks (like the Internet) so that it cannot be read by anyone except 

the intended recipient. While cryptography is the science of securing data, 

cryptanalysis's the science of analyzing and breaking secure communication. Classical 

cryptanalysis involves an interesting combination of analytical reasoning, application of 

mathematical tools, pattern finding, patience, determination, and luck. Cryptanalysts are 

also called attackers. A block cipher is a method of encrypting text (to produce cipher 

text) in which a cryptographic key and algorithm are applied to a block of data (for 

example, 64 contiguous bits) at once as a group rather than to one bit at a time. The 

main alternative method, used much less frequently, is called the stream cipher. 

   So that identical blocks of text do not get encrypted the same way in a message 

(which might make it easier to decipher the cipher text), it is common to apply the 

cipher text from the previous encrypted block to the next block in a sequence. So that 

identical messages encrypted on the same day do not produce identical cipher text, an 

initialization vector derived from a random number generator is combined with the text 

in the first block and the key. This ensures that all subsequent blocks result in cipher 

text that doesn't match that of the first encrypting [1]. 

 

Advanced Encryption Standard 
    The Advanced Encryption Standard (AES) was specified in 2001 by the National 

Institute of Standards and Technology [2]. The purpose is to provide a standard 

algorithm for encryption, strong enough to keep U.S. government documents secure for 

at least the next 20 years. The earlier Data Encryption Standard (DES) had been 

rendered insecure by advances in computing power, and was effectively replaced by 

triple-DES. Now AES will largely replace triple-DES for government use, and will 

likely become widely adopted for a variety of encryption needs, such as secure 

transactions via the Internet. A wide variety of approaches to implementing AES have 

appeared, to satisfy the varying criteria of different applications. Some approaches seek 

to maximize throughput others minimize power consumption and yet others minimize 

circuitry. For the latter goal, Rijmen suggested using subfield arithmetic in the crucial 

step of computing an inverse in the Galois Field of 256 elements—reducing an 8-bit 

calculation to several 4-bit ones. Satoh et al. [3] further extended this idea, using the 

―tower field‖ approach of Paar, breaking up the 4-bit calculations into 2-bit ones, which 

resulted in the smallest AES circuit to date.  Rijndael round consists of four different 

stages  

 

Sub Byte transformation: (S-box substitution) provides non linearity and confusion, 

constructed by multiplicative inverse and affine transformation. 

Shift Row: (rotations) provides inter-column diffusion where the bytes in the last three 

rows of the states are cyclically shifted.  

C 
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Mix Column: (linear combination) provides inter-byte diffusion where each column 

vector is multiplied by a fixed matrix. The bytes will be treated as polynomials rather 

than numbers 

Add Round Key: (round key bytes XOR with each byte of the state and the round key) 

provides confusion . 

    The encryption process begins with an Addroundkey stage, and followed by nine 

rounds of Sub Bytes, Shift Rows, MixColums and Addroundkey transformation. The 

transformation will be performed respectively and iteratively (Nr times) depending on 

the key length. The final round will only include 3 stages; Sub Byte, Shift Rows and 

Addroundkey. All of the operations are byte- oriented. The encryption and decryption 

structure consists of several transformation stages as shown in Fig. 1. The decryption is 

essentially the same structure as encryption, but Sub Byte, Shift Row and MixColums 

are replaced by their inverses; InvSubBytes, InvShiftRows, InvMixColumns, and 

Addroundkey. It is the reverse order of the encryption structure. 

 

 

 

Figure (1): AES Encryption and Decryption 

Attacks of Block Cipher 

    Cryptographic attacks are designed to subvert the security of cryptographic 

algorithms, and they are used to attempt to decrypt data without prior access to a key. 

They are part of Cryptanalysis, which is the art of deciphering encrypted data. 

Cryptanalysis and Cryptography (the art of creating hidden writing, or ciphers) form the 

science of Cryptology. Differential cryptanalysis and linear cryptanalysis are related 

attacks used primarily against iterative symmetric key block ciphers. An iterative cipher 

(also called a product cipher) conducts multiple rounds of encryption using a sub key 

for each round. Examples include the Feistel Network used in DES and the State rounds 
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used in AES. In both attacks, a cryptanalyst studies changes to the intermediate cipher 

text between rounds of encryption. The attacks can be combined, which is called 

differential linear cryptanalysis.  

 One of the most powerful attacks against block ciphers differential 

cryptanalysis is a potent cryptanalysis technique invented in 1990, by Eli Biham and 

Adi Shamir based on choosing plaintext attack against DES that was more efficient than 

brute force search. DC looks for characteristics which are patterns of differences 

between two chosen plaintext messages that result in specific differences in the 

corresponding cipher text messages with a high or low probability of occurrence. The 

main idea in DC is comparing the XOR of two plaintexts with the XOR of 

corresponding two cipher texts. In DC the input and output difference  of the S-boxes 

are considered to determine a high probability difference  which leads to some 

information about the plaintext difference and the  difference of the input to the last 

round [4]. 

 

 
 

 The second powerful technique developed in the early in 1993 by Matsui 

invented linear cryptanalysis presented the technique to create a known plaintext attack 

to break the FEAL cipher. In 1994 Matsui presented a similar attack on DES.  LC 

studies statistical linear relations between bits of plaintext, cipher text and keys that are 

encrypted under.  These relations are used to predict values of bits of the key when 

many plaintexts and their corresponding cipher text are known [5]. LC tries to take 

advantage of high probability occurrences of linear expressions involving plaintext bits, 

cipher text bits, and it collects algebraic relationships between input, output, and key 

bits for each round and combining them to form a linear approximation that shows a 

maximal bias in probability from the value 1/2 allowing to distinguish the cipher from a 

random permutation. In DES the only non-linear stage is the S-boxes one. All the other 

operations are linear and can be easily analyzed. In fact, the S-boxes have more features 

in common with a linear transformation the analyzed. In fact, the S-boxes have more 

features in common with a linear transformation than one would expect if they were 

chosen completely at random. Thus, one can be convinced that the DES S-boxes are not 

optimized against LC n one would expect if they were chosen completely at random. 

Thus, one can be convinced that the DES S-boxes are not optimized against LC [6]. 

 

 The interpolation attacks depend only on the number of S-boxes and number of 

rounds in the cipher. This attack is independent of the sizes of the S-boxes. 

Interpolation attacks were the first demonstration of successful polynomial-based 

algebraic attacks against block ciphers. Interpolation attacks work by expressing the 

relationship between the plaintext and cipher text for a fixed key as either one or as a 

vector of polynomials.  If the degree of these polynomials is low enough, the 

coefficients of the polynomials can be interpolated from a number of plaintext/cipher 

text pairs. A key-dependent equivalent of the encryption or the decryption algorithm 

has then been determined. In [4] upper bounds on the data complexity-the number of 

required pairs for known-plaintext interpolation attacks-are given for selected 

examples. In general, this number increases exponentially with the degree of the 

polynomial function describing the S-Box, the number of rounds and the number of 
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elements in the internal state.  

 

Artificial Intelligence Search Algorithms   

   Artificial intelligence (AI) is the intelligence of machines and the branch of computer 

science that aims to create it. AI textbooks define the field as 'the study and design of 

intelligent agents'[7]where an intelligent  agent is a system that perceives its 

environment and takes actions that maximize its chances of success.[8] John  

McCarthy, who coined the term in 1955 defines it as 'the science and engineering of 

making intelligent  machines.[9] 

   The ABC algorithm was firstly introduced by Karaboga [10] for numerical 

optimization problems based on the foraging behavior of honeybee swarm. Further 

improvements of the ABC algorithm have been carried out by Karaboga and Basturk 

[11-12]. In this model, the foraging bees are classified into three different types: 

employed bees, onlookers and scouts. A bee which has found a food source to exploit is 

called an employed bee. Onlookers are those waiting in the hive to receive the 

information about the food sources from the employed bees and Scouts are the bees 

which are randomly searching for new food sources around the hive. After exploiting a 

food source, an employed bee returns to the hive and shares the information about the 

nectar amount of the food source with other bees by dancing in the dance area of the 

hive. The duration of the dance is proportional to the profitability of the food source. As 

the quality of a food source enhances, the dancing duration related to this food source 

increases, making it more probable for an onlooker to choose this source. After 

watching several dances, an onlooker bee selects a food source and becomes employed. 

In a similar way, a scout is called employed when it finds a food source. After 

completely exploiting a food source, the food source is abandoned and all the employed 

bees change into onlookers or scouts. Karaboga [10] proposed the ABC algorithm 

inspired by this foraging behavior of honeybees. In this algorithm a food source 

position is considered as a candidate solution for the optimization problem and the 

fitness of the solution is represented by the nectar amount of the food source. Similar to 

the real bee colony, the colony of artificial bees is composed of employed bees, 

Onlookers and scouts. In the ABC algorithm, half of the colony are employed bees 

while the other half consists of onlookers, also it is assumed that the number of food 

sources is equal to the number of employed bees. After abandoning a food source, the 

employed bee of that food source becomes a scout and carries out a random search. 

Same as other swarm intelligence based algorithms, the ABC algorithm has an iterative 

process. 

    By assuming the number of food sources as NS which is equal to the number of 

employed or onlooker bees, and D as the dimension of each solution vector, the main 

steps of an ABC algorithm can be defined as follows:  

Step 1: A random population ( X1, …, X NS ) is initialized, where X i = {x 1 i , x 2 i , …, 

xiD} and each solution vector is generated using  : 

 

x ij= x j min  + rand [0, 1] * ( x j max  - x j min  )                                     …    (1) 

 

for j = 1, 2,…, D   and   i = 1, 2, …, NS                                                                            

 

 

 

Where 
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x j  max and x j min respectively represent the upper and lower bounds for the 

dimension j. After Initialization of the population, the fitness of each food source is 

evaluated  . 

Step 2: Each employed bee searches the neighborhood of its current food source to 

determine a new food source using:  

 

  v ij= xij+ ij * ( xij- x kj )                                                                              …  (2)     

                                                            

Where 

 k {1, 2, …, NS} and j {1, 2, …, D} are randomly chosen indexes. It must be noted 

that k has to be different from i. ij  is a random number between [-1, 1]. Parameter 

values produced by Eq. (2) which exceed their boundary values are set to their 

boundary values [13].  

   Step 3: After generating the new food source, the nectar amount of it will be 

evaluated and a greedy selection will be performed. If the quality of the new food 

source is better than the current position, the employed bee leaves its position and 

moves to the new food source; in other words, If the fitness of the new food source is 

equal or better than that of X i, the new food source takes the place of X i in the 

population and becomes a new member   . 

Step 4: First an onlooker bee selects a food source by evaluating the information 

received from all of the employed bees. The probability pi of selecting the food source i 

is determined by: 

 

 
                                                                                                        …   (3) 

Where  

  fi is the fitness value of the food source Xi . After selecting a food source, the onlooker 

generates a new food source using Eq. (2). Once the new food source is generated, it 

will be evaluated and a greedy selection will be applied, same as the case of employed 

bees. 

Step 5: If a candidate solution, represented by a food source cannot be further improved 

by a predetermined number of trials, the food source is considered abandoned and the 

employed bee associated with that food source becomes a scout. The scout randomly 

generates a new food source using:  

 

Vij= x j min + rand [0, 1] * (x j max - x j min)                                         … (4) 

 

For j = 1, 2… D                                                                                                

   

     The abandoned food source is replaced by the randomly generated food source. In 

the ABC algorithm, the predetermined number of trials for abandoning a food source is 

called limit, also in this algorithm at most one employed bee at each cycle can become a 

scout  

Step 6: If a termination condition is met, the process is stopped and the best food 

source is reported; otherwise the algorithm returns to step 2. 

 

Proposal New Approach For design S-Box  
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     In this paper new method for design new S-box by using one of the best artificial 

intelligence searches algorithms. Artificial Bee Colony (ABC) algorithm which is one 

of the most recently introduced optimization algorithms simulates the intelligent 

foraging behavior of a honey bee swarm. Clustering analysis, used in many disciplines 

and applications, is an important tool and a descriptive task seeking to identify 

homogeneous groups of objects based on the values of their attributes. In this work, 

ABC is used for data clustering on benchmark problems and the performance of ABC 

algorithm is compared with Particle Swarm Optimization (PSO) algorithm and other 

nine classification techniques from the literature. The simulation results indicate that 

ABC algorithm can efficiently be used for multivariate data clustering. Used ABC 

algorithm for design new S-Box will be an explanation in the following flowchart 

 

 

 

 

 

  
 

 

 

 

 

  

  

 

  

 

 

  

 

 

 

 

 

 

 

 

 

Figure [2]: Structure proposal New S-box 

 

Algorithm of Colony Byte 

   The procedure described in the following seven steps: 

Input: 

-One of Parameters Initialization 

One Diminutions array values size of 256andBlock size 4x4 fetch 
from key. 

 them polyno Parameters Initialization 

-One of them polynomial Galois field (2
16

)  

- One Diminutions array values    

mial Galois field (2
16

)  

- One Diminutions array values    

One Diminutions array values size of 256 and Block size 4x4 fetch from key. 

Bee Colony Initialization 

 

Employed Bee Phase 

 

Esequiting Probabilitytimate R 

 

Onlooker Bee Phase 

Scout Bee Phase 

Test MCN 

 

Optimization Complete 

 

Run ABC Depend on Key 

 

Permutation Phase 

 

Yes 

No 

New s-box 
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 Block size 4x4 fetch from key.  

 One Diminutions array values size of 256. 

Output: 

 New S-Box  two diminution array 16 x 16 

Begin 

1.Initialization  parameters by apply function  

 

                         F(x) = F(x) = x
16 

+ x
5
 + x

3
 + x +1 

 Where 

 X = {X1, X2,. . ., XN} and LBi and UBi are the lower and upper bound values for the   

variable xi. N is equal of 256.  

2.Initialization of the Food Source Memory (FSM) The Food Source Memory (FSM) is 

an augmented matrix of size SN × N comprised in each row.  

 

Xj(i) = LBi + (UBi - LBi) x r                                                                                … (1) 

∀j ∈ (1, 2… SN), ∀ i∈ (1, 2… N)                                                                                

Where                                                                                                                           

SN equal of 256                                                                                                         Note 

that r ~ (0, 1) generates from key. 

3.Assigning employed   bees   to   the   food sources using following equation : 

 

X
'
 (i) = Xj(i) + r (Xj (i) – XK                                                                                  … (2) 

∀K ∈ (1, 2… SN) K ≠ j                                                                                                      

4.Sending the onlooker bees the process of selection at the onlooker phase works as 

follows: 

 assign for each employed bee a selection probability Pj   as follow: 

  

 
 

 The food source of the employed bee with the highest fitness is selected by the 

onlooker bee, based on its selection probability and adjusted. 

5.Sending the Scout to search for possible new food sources using equation (1) 

 For i=1 to SN do  

 If (scout (i) = limit) then     

 Generate Xj using equation (1)   

 Where limit =256. 

 End if     

 End for 

6.Memorizing the best food source 

This involves memorizing the fitness and position of the best food source, x
best

 found so 

far in FSM. 
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7.Stop condition 

Steps 3 to 6 are repeated until a stop criterion is met. This is originally determined by 

the maximum cycle number (MCN) value where MCN is equal of 2500 cycle. 

8.Permutation 

The permutation portion is simply the transposition of the bits or the permutation of the 

bit positions 

End 

 

Experiment 

This procedure is performed using visual csharp .net 2010 and get the following results. 

Table (1): New S-Box  

 0 1 2 3 4 5 6 7 8 9 A B C D E F 

0 EA 52 18 11 FB 4B 7F B1 D4 B2 CF 42 88 FA 1C 0D 

1 FC EE 7C 53 D6 A9 B5 CD C3 8B E8 84 37 20 09 1F 

2 79 A8 D8 A6 10 B7 CB 39 8E E6 80 F8 C4 24 05 41 

3 5D F0 76 5C A3 EC BA CC 91 7B 40 17 A7 9F 19 30 

4 89 03 ED 55 65 D5 48 F9 0F AF 22 C2 26 92 B4 0B 

5 32 4C 69 6E E0 99 DA DE 9C DF 6A 6C F4 51 36 07 

6 2F B8 F5 66 8D E2 96 C5 BE 00 9E DD 9B 70 F3 AB 

7 3A 13 FD 2B 44 F6 63 77 E3 93 D0 C7 BC E7 A1 DB 

8 61 73 F1 59 3D FE E9 01 FF 27 C0 F7 5F 85 E5 90 

9 34 C9 B9 02 04 06 08 0A 0C 0E 12 14 15 16 1A 1B 

A 1D 1E 21 23 25 28 29 2A 2C 2D 2E 31 33 35 38 3B 

B 3C 3E 3F 43 45 46 47 49 4A 4D 4E 4F 50 54 56 57 

C 58 5A 5B 5E 60 62 64 67 68 6B 6D 6F 71 72 74 75 

D 78 7A 7D 7E 81 82 83 86 87 8A 8C 8F 94 95 97 98 

E 9A 9D A0 A2 A4 A5 AA AC AD AE B0 B3 B6 BB BD BF 

F C1 C6 C8 CA CE D1 D2 D3 D7 D9 DC E1 E4 EB EF F2 

 

 

 

Algorithm of INV Colony Byte 

     A new way proposed for computing the Inverse of S-Box and this way was tests on 

the original S-Box and many others Pre-defined S-Boxes and it give a correct result by 

comparing the results obtained from it with the Pre-defined Inverse S-Boxes, and also 
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by the decrypting operation. This new way satisfy the simplest, efficiency and speed in 

computing the Inverse of S-Box. 

The following steps will explain its work: 

 

Input: 

 S-Box matrix size 16x16 

Output: 

 Inverse S-Box matrix size 16x16 

Begin 

In every S-Box and its inverse each number in the matrix of S-Box representing the 

address of column and row in its inverse Box and vice versa. According to this, the new 

way built. 

1. Loop to all numbers in the S-box. 

2. Extract each number from S-Box and speared it into two digits High and Low 

digit. I.e. the '7C' from Table (1) which found at Row = 1, Column =2 will spreading to 

'7' & 'C'. 

3. The address of the spreader number ('7C') also will extract and will combine to 

represent new number that will store in the Inverse S-Box. It should be mention that the 

row address represent the high digit and the column address represent the low digit for 

new number. I.e. in the previous step the address is Row =1, Column =2. Therefore, the 

combined number will be '12'. 

4. The combined number (i.e. '12') it should store in the Inverse S-Box at location 

specified by the extracted number in step 2. In addition, the high digit will represent the 

row address in the new inverse S-Box and the low digit will represent the column 

address. So that mean the combined '12' will be store in Row=7 and Column=C in the 

inverse S-Box as shown in Table (2). 

5. The previous step will repeated to all S-Box elements individually. Until the 

Inverse of S-Box computed successfully. 

It should be mention in this new way; ones can also compute the S-Box from its Inverse 

and vice versa. 

End 
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Table (2): New InvS-Box  

 0 1 2 3 4 5 6 7 8 9 A B C D E F 

0 
69 87 93 41 94 2E 95 5F 96 1

E 

97 4F 98 0F 99 48 

1 
24 03 9

A 

71 9B 9C 9

D 

3

B 

02 3

E 

9

E 

9F 0E A

0 

A1 1F 

2 
1

D 

A

2 

4

A 

A

3 

2

D 

A4 4

C 

89 A

5 

A

6 

A

7 

73 A8 A

9 

A

A 

60 

3 
3F A

B 

50 A

C 

90 A

D 

5E 1

C 

A

E 

27 70 A

F 

B0 84 B1 B2 

4 
3

A 

2F 0B B3 74 B4 B

5 

B

6 

46 B

7 

B

8 

05 51 B9 B

A 

B

B 

5 
B

C 

5

D 

01 13 B

D 

43 B

E 

B

F 

C

0 

83 C

1 

C

2 

33 30 C3 8C 

6 
C

4 

80 C5 76 C6 44 63 C

7 

C

8 

52 5

A 

C

9 

5B C

A 

53 C

B 

7 
6

D 

C

C 

C

D 

81 C

E 

CF 32 77 D

0 

20 D

1 

39 12 D

2 

D3 06 

8 
2

A 

D

4 

D

5 

D

6 

1B 8D D

7 

D

8 

0

C 

40 D

9 

19 D

A 

64 28 D

B 

9 
8F 38 4

D 

79 D

C 

D

D 

66 D

E 

D

F 
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Description new S-box and its resistance to attacks 

   Proposed S-box it is design using complexity of its algebraic expression in GF (2
16

), 

does not contain any Xored operation that is mean resistance to differential attack and 

does not contain linear combinations of input bits and linear combination of output bits 

that is mean resistance to linear attack. Larger values resulting from new S-box an 

attempt to make it difficult for a guess. 

 

Use new S-Box in AES  

     Uses proposal S-box same uses original S-box operating on each of the State bytes 

independently. The substitution table (or S-box) is invertible and is constructed by the 

composition of two transformations: 
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1. First, taking the multiplicative inverse in GF (2
8
), with the representation defined in 

Section 2.1[2]. ‗00‘ is mapped onto itself.  

2. Then, applying an affine (over GF (2)) transformation defined by 

 

 
 

3. By using the vector from (step 2) as a (x, y) index for new S-Box and return new 

values 

The application of the described S-box to all bytes of the State is denoted by: 

 

 
  

The inverse of Byte Sub is the byte substitution where the inverse table is applied. This 

is obtained by the inverse of the affine mapping followed by taking the multiplicative 

inverse in GF (2
8
), can show how to used new s-box and inverse s-box in the following 

example. 

Plain text= In the beginning praise be to Allah Lord of the worlds. 

Cipher text= ?BpY??؟>ٖ?'Rّظذب<?)ش??m?شh??2?7"U?pش  ُ H٘?Bء!ط"?>A 

  

CONCLUSION 

1. Proposal new s-box depend on bee colony algorithm to increase resistant linear 

and differential attack where new s-box doesn‘t depend on Xoring operation and 

multiplicative inverse.  

2.  Used bee colony algorithm because it is one of the best artificial intelligence 

algorithms to contain a variable taking value at random every time as well as to increase 

the random new values are entered 256 S-box matrices then pass the result to  

permutation box to transaction position of bit.  
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3. The randomly ABC dependent on key (secret key enter by user 16-bits) to 

addition random and dynamic to proposed s-box unlike static original s-box. 

4. Proposal new inverse s-box, the method used in the inverse s-box can find 

inverse any matrix without depend on multiplicative inverse. 
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