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Abstract

The approach of This paper presentation a companied technique for hiding
secret messages (text) based on wavelet transform applying in cover image (a gray
level image 8bit) then Huffman encoding is also executed on the secret
messages,to increase the robustness of hiding system by inserting the embedded
secret messages in the low frequency components of the cover image after
applying wavelet transform followed by a sorting process and the coefficients of
secret messages after applying Huffman encoding and using binary to multilevel
to reading the string of message reducing by multiplying in attenuation factor
before adding them with those of the cover image.
The experimental results show that the algorithm has a high capacity and a good
invisibility, Moreover PSNR of stego image shows the better results the PSNR
above 40 dB, the proposal system was activated according to attacker noise is
addition and JPEG compression application are used with out detection the secret
message.
Keywords: Information hiding, wavelet transform, Huffman coding.
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1- Introduction amusement, etc. At the same time
he development of the with the rapid development of
technology of computer Internet these digital media can be
software and hardware, and copied and transmitted in a low cost
digital media is getting more and and high speed. Under such a
more widely used and is playing an circumstance, some pirates use these
important role in such fields like features to spoil the legal interests of
education, scientific research, manufacturers and users so as to
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obtain their individual interests, so
copyright protection about digital
media is becoming urgent to be
solved. While taking legal and
administrative measures, we should
also provide some technical
protection based on the features of
digital media [1].

The information hiding techniques
have recently become important in a
number of application areas. Digital
audio, video, and pictures are
increasingly furnished with
distinguishing but imperceptible
marks, which may contain a hidden
copyright notice or serial number or
even help to prevent unauthorized
copying directly[2,3].

There are two types of data hiding
the first one is, steganography and
the second is digital watermarking
[4].

Steganography is a word derived
from Greek meaning “covered
writing” is the hiding of a secret
message inside another message so
that no one can detect or decode the
secret message. Steganography is
used in espionage both corporate and
in the intelligence industry, for
Example the entertainment industry
for copyright purposes, and there is
Speculation that terrorists use it for
some means of communication as
well [5].

Digital Watermark is the process of
embedding a signal, called the
watermark, into another signal,
called the host or cover, robustly and
at the same time imperceptibly. The
host signal can either be an image,
audio, video or a text document (for
example, program source code) [6].
The wavelet transform has become a

useful computational tool for a
variety of signal and image
processing applications. For

example, the wavelet transform is
useful for the compression of digital
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image files; smaller files are
important for storing images using
less memory and for transmitting
images faster and more reliably. The
FBI uses wavelet transforms for
compressing  digitally  scanned
fingerprint images. NASA's Mars
Rovers used wavelet transforms for
compressing images acquired by
their 18 cameras. The wavelet-based
algorithm implemented in software
onboard the Mars Rovers is designed
to meet the special requirements of
deep-space communication. In
addition, JPEG2K (the newer JPEG
image file format) is based on

wavelet transforms. Wavelet
transforms are also wuseful for
“cleaning' signals and images
(reducing unwanted noise and
blurring). Some algorithms for

processing astronomical images, for
example, are based on wavelet and
wavelet-like transforms [7].

Wavelets were developed
independently in the field of
mathematics, quantum  physics,

electrical engineering, and seismic
geology. Interchanges between these
fields during the last years have led
to new wavelet applications such as
image compression, turbulence,
human vision, radar, and earthquake
prediction [8, 9].

The Huffman coding uses a variable
length code for each of the elements
within  the information.  This
normally involves analyzing the
information to determine the
probability of elements within the
information. The most probable
elements are coded with a few bits
and the least probable coded with a
greater number of bits [10, 11, 12].
1.1 Related Work

A general survey of information
hiding is given as in [13], in [14] a
created robust image hiding wavelet-
base image hiding methods. the
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Image watermarking in some years
ago using wavelet transform to
embedding watermarking in still
image BMP true color [15].
2-Implementation of Proposed
system

The proposed of information hiding
algorithm has two parts as the
following:-

2-1 The Embedding Algorithm:

The details of the embedding
algorithm steps as shown in Figure
(1) as the follows:

Stepl:- Select the Cover-Image
Applying the full tree two-
dimensional wavelet packets to the
cover image, resulting in sub bands
that contain both the frequency and
spatial information. Since most of
the natural images'  energy
concentrates in the low frequency
bands, so in general, the high energy
sub bands reflect their low frequency
contents and vice versa [11]. In other
words, one can pinpoint the low
frequency subbands in term of
calculating their energies.

Step2:- The sorting Process:

The sorting Process is applied to the
low frequency components of the
cover image depending to the energy
of each cover image subband, those
subbands are sorted in a descending
manner.

Step3:- Enter the Message (secret
messages/text):-

Perform the Huffman encoding to
secret messages.

Step4:- Read the string binary

In this step reading binary for three
cases or three levels using the
following table (1) to reading the
staring binary to decimal.

Step5:- Select the attenuation factor
(secret key) between (0.1-0.9)
Multiplying this mapped string by
attenuation factora). And adding
to the low frequency components of
the cover image. The value of
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attenuation factor o) is saved
automatically in the Info-file, in
order to use the same value in the
extraction stage. This factor has an
important role in the embedding
stage, as its value increase, more
robustness will be obtained but less
imperceptibility (less PSNR), so that
atradeoff should be made between
these parameters in order to obtain
the best results.

Step6:- The Re-sorting Process

The order of the resulting sub bands
can be returned to the same of the
cover image by resorting them.
Step7:- Inverse Wavelet Packet
Transform.

Appling the Inverse Wavelet Packet
Transform to the cover image after
Re-sorting process.

2.2 The Extracting Algorithm:

The details of the embedding
algorithm steps as shown in Figure
(1) as the follows:

Stepl:- Select the Stego-Image.
Applying the full tree two-
dimensional wavelet packets to stego
image. Its subbands are produced.
These subbands contain the cover
image subbands and secret message .
Step2:- Appling the step2 (the
sorting process) from the embedding
algorithm.

Step3:- Applying the full tree two-
dimensional wavelet packets to
cover image, Its subbands are
produced.

Step4:- Appling the step2 (the
sorting process) from the embedding
algorithm.

Step5:-  Subtracting the low
frequency components between the
stego image and cover image, and
then the resulting values will be
multiplying by the reciprocal of the
attenuation factoro).

Step6:- Sorting the redundancy
confection in the low frequency
components in step 5 and
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reconstructing  the
encoding message.
Step7:- Round to nearest binary
value.

For example If the resulting value of
step 6 is greater than zero then a
message bitis "1", on the other hand
if the resulting value of step 6 is less
than zero then a message bhit is "0
after covert to decimal.

Step8:- Applying the step4 from the
embedding algorithm but (reading
decimal to binary).

Step8:- Decoding the Embedding
message using the Huffman
decoding.

3-Simulation Results:

In this paper some experiments are
carried out to prove the efficiency of
the proposed algorithm and gray
scale images of size 512 x 512 are
used as the cover-image to form the
stego-image shown in Figure 2, and
calculated (MSE, PSNR for
Multilevel decomposition , binary to
multilevel, the noise attack and the
compression attack).

embedding

3-1 PSNR (Peak Signal to Noise

Ratio):

One of the standard objective
measurements is the PSNR, which
will be adopted in this test.

2
PSNR =1000g(255 /MSE)

...(1)
Where
MSE=) D (f(xy)-a(xy)) /N
x=0 y=0

Where f(x,y) and g(x,y) means the
pixel value at the at position (x, y) in
the cover-image and the
corresponding stego-image
respectively. The PSNR is expressed
in dB’s. The larger PSNR indicates
the higher the image quality i.e. there
is only little difference between the
cover-image and the stego-image.
On the other hand, a smaller PSNR
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means there is huge distortion
between the cover-image and the
stego image [16].

And also measured

_ N,
P, = N, x 100 % 2)
Where:

Nt = Total Message Length in Bits.

Ne = Total number of erroneous Bite
of the Extracted Message.

In the table (2, 3,4) shown the
PSNR's (dB) for stego image and

(Variablex), and binary to
multilevel.

4-The Robustness of the Proposed
System:

The Robustness is a practical
requirement for a hiding system. A
system is called robust if the

embedded information cannot be
altered without making drastic

changes to stage- image [17].The
robustness of the proposed system
will be tested against two well-

known types of attacks, noise, and
compression attacks.

4-1 The Noise Attack

The improve the stego image

imperceptibility, the embedded

message is attenuated during the
embedding process, so that it
becomes more sensitive to the
external distortion during the

transmission or even introduced by
an attacker. To see how much this
image is sensitive, noise Gaussian
Noise (AWGN) are used and added
to the stego image with different

variances shows the results in table
5.

4-2 The Compression Attack

Another test is applied to the

proposed stegosystem to show its
robustness against the compression
attack. The Joint Photographic

Experts Group (denoted by JPEG)
[12] compression which based on
cosine transform is used here
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because it is a standard lossy
compression algorithm that uses
many parameters allowing users to
adjust the amount of the data lost
(and thus also the compression
ratios) over a wide range ,JPEG 2000
which is new standard scheme based
on wavelet transform is not used
here because the same principles of
the JPEG compression is used in this
scheme which reduces the data by
eliminating its high frequencies
followed by entropy coder, the
compression ratios that are used in
this work are 5,10 & 15 shows the
results in table (6).

5-The Capacity Of the proposed
system:

The capacity of the proposed of
information hiding algorithm
different according to the applied or
chose the level in (binary to
multilevel table in step 4 embedding
algorithm) as following:

1- Hiding 1bit/pixel in low frequency
components of the cover image the
size of message is 196608 bit

2- Hiding 2bit/pixel in low frequency
components of the cover image the
size of message is 393216 bit .

3- Hiding 3bit/pixel in low frequency
components of the cover image the
size of message is 589824 bit.
6-Conclusions:

In This proposal system has a high
security because the secret message
is embedded in special domain using
the Transform Domain Techniques
two-dimensional wavelet packets for
multilevel decomposition in cover
image and the Huffman encoding
applied in message.

The capacity of embedded message
is increased due to use binary to
multilevel and Huffman encoding to
reading the secret message but the
PSNR is decreased when over the
JPEG compression ratio is increased,
the system must increaaetherefore
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reduce the PSNR of stego image and

the noise attack is not essentially

affected in the embed message.
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Table (1) reading the staring binary:

Two IEVTlgFad binary | Four level read binary 2- Eight level read binary
-bit
bit 3-bit
Binary Level Binary Level Binary Level Binary Level
sequence | represent | sequence | represent | sequence | represent | sequence | represent
1 +1 11 +3 010 +7 100 -1
0 R o1 A o1l +5 101 3
00 -1 001 +3 111 -5
10 -3 000 +1 110 -7

Table (2) PSNR's (dB) for stego image and (Variabte,
and binary and reading the binary with 2- level.

Cover image name= Babban (312x312), Size message=196608 bit
Attenuation | WP three Levels Decomposition | WP four Levels Decomposition
(Factorcr). PSNE Enor in message% PSNR Error in message%
09 205 203 126 28
0.7 253 16 2835 13
03 304 43 315 6
0.2 36 0 381 33
0.1 421 3 4 0
Optimum PSNR=36.5 PSNR=44
Parameters tlopt =0.2 ttopt =0.1
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Table (3) PSNR's (dB) for stego image and (Variabtg, and reading
the binary with 4- level

Cover image name= Lamees, (512x512), Size message=393216 bit

Aftenuation | WP three Levels Decomposition WP four Levels Decomposition
(Factora). PSNR | Error in message% PSNR Error in message%

0.9 20.5 33 22 32

0.5 257 18 28.1 18

0.3 27.5 10 29.5

0.2 39 5 40.5 0

0.015 40.3 0 42 11

Optimum PSNR=403 PSNR=40.5
Parameters oopt=0.015 oopt=0.2

Table (4) PSNR'’s (dB) for stego image and (Variabtg, and reading
the binary with 8- level.

Cover image name= Lamees, (512x512), Size message=589824 bit
Attenuation WP three Levels Decomposition WP four Levels Decomposition
(Factora). PSNR Error in message% PSNR Error in message%o
0.8 19 29 20 27
06 233 18.8 268 18
0.4 27 15 30 9
0.2 382 0 387 3
0.125 40 5 405 0
Optimum PSNR=382 PSNR=405
Parameters ctopt.=0.2 copt.=0.125
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Table (5) the optimum parameters for the reconstruted stego images
for AWGN Test.

Stego image name= Babban (312x512), after embedded Size message=196608 bit

Variance | Attenuation | WP three Levels Decomposition | WP four Levels Decomposition
(Factorw). .
Optimum PSNR | Emorinmessage% | PSNR orin
Parameters message’o
30 0.175 30 38 0
100 0.273 29 30 0
150 0.356 28.6 285 0

Table (6) the optimum parameters for JPEG compressn tests.

Stego image name= Babban (512x512), after embedded Size message=196608 bit

Comp. | Affenuation | WP three Levels Decomposition | WP four Levels Decomposition
ratio | (Factora). .
Optimum PSNR Error in message% | PSNR Eror 11(1)
Parameters messageo
5 0.285 30 35 0
10 0.42 26 30 0
15 0.51 25 27 0
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