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Abstract

This paper presents an automatic technique for detecting important facia
features points using a developed anthropometric face modd. The facid
features points we work on are about the areas of mouth, nose, eyes and
eyebrows. The anthropometric means the scientific study of the measurements
and proportions of the human face. Several processes are performed in order
to recognize human personality authenticated or not, these processes are
beginning by capturing colored image using fixed digital camera and ending
by features isolated into separated sub images and the lengths and distances
among them representing authenticated persons information are stored into
database..

In authentication stage all the extracted features are compared with stored
authenticated facial features in the database, the person is authenticated if a
percentage of similarity equa to or greater than 78% is achieved.

Keywords: face recognition, face detection, anthropometric, facial feature
points
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1. Introduction
Authentication is any process
that verifiesif someone iswho he
clams he is. Authentication is
commonly done through the use
of passwords, but caninclude any
other methods of identity
demonstration such as Smart card
and Biometric characteristics like
face recognition, finger print, iris,
reting,......... and so on.
There are two different
cases of authentication:
- Message Authentication
It is a procedure, which when
established between two
communicates  dlows  each
communicate to verify if the
received messages are genuine
[4], message authentication
permits the receiver to vaidate
the properties of message's origin,
timeines, and intended receiver.
User Authentication
User authentication is centra
component of currently deployed
security infrastructure [5].
There are three main techniques
for user authentication which
include:
1. Password authentication
2. Token authentication
3. Biometric authentication
Face recognition has gained a
lot of interest in the last decade
because of the rapid
developments in the
computational  technology and
increasing concern for security.
Face detection and recognition
are some key aspects for vision
based security systems. Although
face is one of the naturd
measures which are used to
recognize humans, the wide
acceptance of face as biometric
gill remains a problem to be
solved because of variations due
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to lighting, face pose and face
expressions[1].

There are mainly two kinds
of face recognition, oneis based
on feature matching and the other
is based on template matching[2].
A face authentication system
usualy consists of four main
modules: data acquisition, feature
extraction, feature matching, and
decision making [3], to extract
face features there are many
methods , the most common
method is the eigen face method,
anthropometric model.

The proposed system
depends on anthropometric mode
by using only five disances
between many points of face to
be principal parameters of
measurement as will be explained
later.
3.Facial recognition

Facial recognition, is a kind
of biometric recognition, makes
human recognition a more
automated, computerized process
[6].

Facial recognition is a form
of computer vison tha uses faces
to identify a person or verify the
identity of a person. Facid
recognition is accomplished in
five steps:

1. An image of the face is
acquired

2. Detect the location of any faces
in the acquired image.

3. Analyze the spatial geometry
of distinguishing features of the
face to extract the identifying
features of a face and then
generate template from these
features.

4. Compare the template
generated in step three with those
in a database of known faces.
This process yields scores that

PDF created with pdfFactory Pro trial version www.pdffactory.com



http://www.pdffactory.com
http://www.pdffactory.com

Eng. & Tech. Journal, Vol.28, No.1 1, 201(

Face Recognition for Authentication by
Using Anthropometric Model

indicate how closely the
generated template matches each
of those in the database.

5. The final step is determining
whether any scores produced in
step four are high enough to
declare amatch.

4. Anthropometric Face M odel

Anthropometry is a
biologica science that deals with
the measurement of the human
body and its different parts. Data
obtained from anthropometric
measurement informs a range of
enterprises that depend on
knowledge of the distribution of
measurements  across  human
populations[7].

The landmarks points that have
been wused in our face
anthropometric model for facia
feature localization are based on
Figure (1). It has been observed
from the dstatistics of proportion
evolved during our initid
observation that, location of these
points(P3, P4, P6, P7) can be
obtained from the distance
between two eye centers (P1 and
P2) using midpoint of eyes (P5)
as an intermediate point since
distances between the pair of
points (P1 and P3), (P2 and P4),
(P5 and P6), (P5 and P7)
maintain nearly constant
proportions with the distance
between the center of left and
right eyes (P1 and P2).

5. The Proposed System

The idea of the proposed
system depends on
anthropometri ¢ face model

building, a model of the face that is
used to find the key  points which
involve right eyebrow center, right
eye center, mouth center, |eft
eyebrow center, left eye center,
midpoint of eyes, and nose tip).
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The model is built after many
processes to extract the pure face
image without any background by
using skin color segmentation and
eliptical mask technique. Once the
key points are obtained, the feature
distances of the face image can be
computed.

The following steps represent
the essentid operations that
will be performed in the system
asshownin Figure (2)

Step one: Capturing image by
using fixed digital camera that
is connected to computer
system. The image is captured
within fixed environments and
according to accepted pose to
the authenticated persons as
shownin figure (3).

Step two: Preprocessing : This
process is very important to
detect human face shape,
isolating it from the
background, and converting the
background to black. To
achieve this main process the
following steps should be
performed:

- Skin  segmentation:  This
processis performed to classify
pixels into skin and nonskin
pixels depending on RGB color
space and according to the
following threshold :Human
skin a daylight ranges within
R>95 an G> 40 and B> 20 and
ABS(R-G) >15 and [Max (R,
G, B) Min (R,G,B) ] > 15 an
R>G and R>B [8, 9].As shown
infigure (4)

- Binary mask: thisprocessis
done to remove any noise
from the image by three
steps:

- The isolated face
from the previous skin
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segmentation step is
converted to binary.
- Filling the smal
holes in the face to generate
awhite mask of the face.
- Eliminate small
white aeas in  the
background (if any).
Now a binary mask of the face
is created (which can be
considered as template of the
face) as shown in figure (5).

- Anding the resulting mask
from the previous step with
the original image to extract
the face without any noise
(small black holes) as shown
in figure(6).

- Image resizing: to reduce
unnecessary information,
columns and rows of the
background that contain only
black pixels will be eliminated
from the image to determine the

- face area position, which
facilitates the process of
enclosing the face with elliptica
mask because face position is
determined exactly as shown in
figure(8).

Step three : Masking: To extract
human face an dliptical mask
will be used, the face in the
resized image is enclosed with an
elipticd mask which is adjusted
according to the face boundary.
An éliptical mask is used
because it is close to human face
shape, then face contrast is
increased to differentiate easily
between skin and nonskin pixels (
nonskin pixels represent features)
and facilitate the process of
features extraction. Then nonskin
pixels are converted to black
pixels which can be used in
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feature extraction step to measure
distances as shown in figures (9,
10, and 12). A filter is applied to
the enclosed face to get more
clearness in features and to
ensure the ability to analyze
features (feature extraction). This
is done by Sobol operator applied
to sharpen face details (features).
The result is shown in Figure
(7). The mask that is used:

101 -101
000 -202
-1-2-1 -101

Another mask similar to Laplacian
filter with some changes is used to
increase image contrast by enhancing
image details and make it different
from its surrounding pixds ( skin
pixels). Theresult is shownin Figure
(11).The mask which is used for this
purposeis:

1 0 -1
1 1 3
1 0 -1

Step four : Feature extraction:
To extract face features an
anthropometric model is used by
computing distances of face
features, (such as the distance
between the two eyebrows ...
etc), (will be explained later in
Geometrical feature extraction)
then store the results in database
which represents the information
of the authenticated persons as
shownin figure (13).

Step five : Authentication ( yes
or no)All the above operations
for the captured image will be
performed and compared with
stored information to determine
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the person in the image is
authenticated or not.
7. Geometrical feature
extraction

Extraction stage (explained in
step  four) depends upon
calculating distances of face
features. Features that will be

used in this stage are: (Eyebrows,
Eyes, Nostril, and Mouth). To
calculate these features distances
the skin region of the face are
divided into four subimages in
the following sequence:

1- The Eyebrows Region
subimage (1)

2- The Eyes Region subimage
)

3- The Nostril Region subimage
)
4- The Mouth Region subimage
(4)
a. Compute Eyebrows Distances
Distances of the eyebrows that are
means:
The length of the right and left
eyebrows
The distance between the two
eyebrows
The center of each eyebrows
- The length of each eyebrow is
calculated asfollows:
- Determine the start point of the
eyebrow by scanning subimage of
each eyebrow from right to left
-Determine the end point of the
eyebrow by scanning subimage of
each eyebrow from left to right.
- The difference between the two
points represents the length of the
eyebrows. These cdculations are

performed on each subimage
separately from the other.

-The distance between the
eyebrows

The subimage that contains the two
eyebrowsis scanned from left to right
thus the processis done as follows:

2200

- Determine end point of the first
eyebrow which represents the inner
corner of the right eyebrow.
- Determine start point of the first
eyebrow which represents the outer
corner of the left eyebrow.
- The difference between the two
points represents the distance
between the two eyebrows.
-The center of each eyebrow
As the length of each eyebrow is

known this length is divided by two
which represent the center of each
one, then to determine the location of
each center, the result of the division
is added to the start point of the right
eyebrow and to the start point of the
left eyebrow to get the center of each
one.
b.Compute Eyes Distances
The digtancesthat are computed are:
" Thelength of the right and left eyes

The distance between the two
eyes
" Thecenter of each eye

The center of lower and upper
eyelids for each eye
" The width of eye open
These distances are cdculated by the
same way of the distances of the
eyebrows.
¢. Compute Nostrils Distances
To compute the center of each nostril
the subimage of nostril is scanned
from left to right and from right to
left to determine start and end points
of each nostril. Then the difference
between start and end points for each
nostril represents the center for each
one.

d.Compute M outh Distances
Cdlculationsthat are performed are:
Mouth width (length)
The center of upper and lower
lips.
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These distances are cdculated by the
same way of the distances of the
eyebrows.

- After extracting the required
features they are stored into a
database that contains the following
fields. (Person ID, Person name,
Eyebrow length, Eyebrow center,
Distance between the two eyebrows,
Eye length, Distance between the two
eyes, Upper eyelid center, Lower
eyelid center, Eye open width, Center
of left nostril, Center of right nostril,
Mouth width, Upper lip center,
Lower lip center) To build this
database the features for each
authentic person are computed and
stored in it. The extracted features are
stored as numbers which represent
distances between features and length
of each extracted feature.

8. Authentication Decision

In authentication phase the scanned
image is processed by the same
operations mentioned above but the
results are compared with the Data
base fields of each authentic person
which is stored previoudy to
determine if the identity of the
claimed person is authorized or not.
The comparison is done by
comparing the result of the previous
features measurements with the
stored features measurements in the
data base, for example the length of
the eyebrow of a person whose
authorizetion is being tested is
compared with the length of the
eyebrows of al the authorized
persons that are stored in the
database, then if a similarity by 78%
or more is achieved then the person is
identified as authorized person
otherwise heis not.

9. Experimental Results

The experimental results explained in
table (1) lead to say that face image
must be with clear background,
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frontal view with specified pose and
within stable environment.

10. Conclusions

From the practicad experience of the
proposed system and the previous
executed systems and different
agorithms some conclusions can be
drawn asfollows:

1. There is no system which can
recognize an image with 100% of
accuracy and this means that such
systems dlow a little percentage of
errors. The practical implementation
of the proposed system has shown
that error percentage could reach 22%
or little more and the results are good.
2. Using human skin color feature
only to recognize human face from
other image parts is not enough
because skin color is close to other
things, therefore, other factors should
be taken into consideration such as
shape, location, and the size of the
area.

3. The kind of the digital camera and
its resolution has an important role in
the accuracy and the speed of image
recognition.

4. The  anthropometric  face
recognition agorithm provides very
accurate results but requires a high
programming to get such accurate
results.

5. If the background or the person
clothes contain red color or colors
close to human face such brown, this
will confuse the extraction process
and will not be removed but will be
anayzed as human skin.

6. If lighting conditions are not
controlled there will be some shadow
on the face or the background, which
makes face detection and extraction
difficult, thus when an image is
picked there should not be any
shadow on the face (controlling
lighting conditions).
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Table (1) The experimental results
by implementing the system on 27
images for each state

Successful
rate

Clear background78%
without skin color
Clear background8%
with skin color
Clear front
image

Pose front view image35%
Face with  somegl3%
changes like
sunglasses

I mage state

view78%
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Face M odel for facial feature
region localization (a)
Landmarksused in the
Anthropometric Face M odél (b)
Distances (Anthropometric
M easurements) [7]

2203

Backzround
Removinz

{

Camt)

Image capturizg

:

Shin seementation

l

Binary mak

:

Rusized image

:

Face detection

Enclse the face within
ellipfiral mask

:

Increqse face confrast

Feature
Extracion

:

Comvert nonskin
piels to black pixels

:

Feature exiraction

:

Tinkate each feature imtp
separated image box

Ho

T

o

N

—<_ Miiding_>—

™

T e,

Not uthenticated

Authenficated

()]

Rerece:

on template

Figure (2) The proposed system

PDF created with pdfFactory Pro trial version www.pdffactory.com

flowchart



http://www.pdffactory.com
http://www.pdffactory.com

Eng. & Tech. Journal, Vol.28, No.1 1, 201( Face Recognition for Authentication by
Using Anthropometric Model

Figure (3) Theoriginal image

Figure(6) The extracted
facewithout any noise

Figure (4) Face extraction and
background removing to black
color Figure (7) Edge detection with

Sobe filter

Figure (5) Whitetemplate_of the
face

Figure (8) Reduced image
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Figure (9) Elliptical mask used to
enclosethefacein resized image Figure (12) Convert to black pixels

Figure (10) Elliptical mask encloses
thefacein resized image

Figure (13) Feature Extraction

Figure (11) I crease Face Contrast
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