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Abstract

At present, information is being communicated and proceeds automatically on a
large scale. Hence, the required measures for secure storage and transporting of the
information are increased. The protection of the information is necessary to guard
economic interests, to prevent fraud, to guarantee the privacy of the citizen, etc.
In this paper, a new steganographic system with high capacity is proposed.
The proposed algorithm chooses waveet transform techniques for embedding to
achieve a robust system. The main idea of the proposed system is called the wavel et
based fusion. In this method, the wavelet decomposition of the cover image and the
secret image are merged into a single result called stego-image.
Keywords:  Steganography, Wavdet Fusion,
parameters, | mperceptibility

Security,  Embedding
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1. Introduction

teganography is the art of hiding
Sinformation in ways that prevent
the detection of  hidden
messages. Steganography, derived
from Greek, literally means
“covered writing.” It includes a vast
aray of secret  communication
methods that conceal the message’s
very existence. Though steganography
is an ancient craft, the onset of
computer technology has given it new
life. Computer-based steganographic
techniques introduce changes to digital

covers to embed information foreign
to the native covers [1].

The main problem of image hiding
in another host image is the large
amount of data that requires a special
data embedding method with high
capacity as wel as transparency and
robustness.

In this paper, the systemhas been
proposed to embed a color image into
a color cover image choose a
transform domain  technique for
embedding to achieve a robust system,
the main idea of the proposed system
is called the wavelet based fusion. In
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this method, the wave et
decomposition of the cover image and
the secret image are merged into a
single image result.
1.1 Related Work

Raja e a (2006), [14], proposed a
system to hide message in image by using
DWT for the cover image. The secret
message is first scrambled then embedded
in cover coefficients by wusing PN
sequence. The quality of the stego image
of the proposed method is very close to
that of the original one. Yuan-Yu Tsai and
Chung-Ming Wang (2007), [15], has
proposed a nove data hiding scheme for
color images using a BSP tree. This
method shows high capacity with little
visual distortion. Furthermore, there is an
advantage of the tree data properties to
improve the security of embedding
process, making it difficult to extract the
secret message without the secret key
provided. L.Y. Por e al. (2008), [16],
proposed a combination of three different
LSB insertion algorithms on GIF image
through stegcure system. The unique
feature about the stegcure is being able to
integrate  three  algorithms in  one
Steganography system. By implementing
public key infrastructure, unauthorized
user is forbidden from intercepting the
transmission of the covert data during a
communication because the stegokey is
only known by the sender and the
receiver. Chin-Chen Chang e a (2009),
[12], proposed a scheme embeds a larger-
sized secret image while maintaining
acceptable image quality of the stego-
image and aso improved image hiding
scheme for grayscale images based on wet
paper coding. H S Manjunatha Reddy& K
B Raa (2010), [17], proposed High
Capacity and Security Steganography
using discrete  waveet  transform
(HCSSD), The wavedet coefficients of
both the cover and payload are fused into
single image using embedding strength
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parameters alpha and beta. The cover and
payload are preprocessed to reduce the

pixd range to ensure the payload is
recovered accurately at the destination.

Note that the Cover and payload images

are grayscale uncompressed images, i.e,

color images are converted into grayscale

images.

2. The Basc Modd of

Steganogr aphic System
The following terms are used along

the embedding and extraction process:

- Cover-object,C: the original object
where the message has to be
embedded.  Cover-text,  cover-
image.

Message, M: the message that has
to be embedded in the cover-object.
It is also called stego-message or in
the watermarking context mark or
watermark.

Stego-object, S: The cover object,

once the message has been embedded.

Stego-key, K: The secret shared
between A and B to embed and
retrieve the message [2].

The embedding function E is a
function that maps the tripled cover-
object C, message M and stego-key K
to a stego-abject [3]

E(C,M,K)=S ... (@)
3. Steganalysis
Steganalysis is the comparison

between the carrier (cover), stego-
image and the hidden message. In
other meaning steganalysis is an
attempt to detect the existence of
hidden information [4]. The various
methods used to analyze stego-
message are termed attacks and
include:

Stego-only attack: Only the stego-
object is available for analysis.
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Known cover attack: The
“original” cover object and stego-
object are both available.

Known message attack: At some
points, the attacker may know the
hidden message. Analyzing the
stego-object for  patterns  that
correspond to the hidden message
may be beneficial for future attacks
against that system. Even with the
message, this may be very difficult
and may even be considered
equivalent to the stego-only attack.
Chosen  stego  attack:  The
steganalyst generates a stego-object
from steganography tool or
algorithm from a chosen message.
The goa in this attack is to
determine corresponding patterns
in the stego-object that may point

to the use of @ gpecific
steganography tools or algorithms.
Known stego attack:  The

steganography algorithm (tool) is
known and both the original and
stego-abjects are available.
4. Image Analysis

Image Resizing

It means the change of image
size to reduce or to enlarge an
image. When one reduces the size
of the image, ether bilinear or
bicubic interpolation can be used.
Interpolation is the process used to
estimate image values at a location
in between image pixels. There are
three interpolation methods:
Nearest-neighbor interpolation,
Bilinear interpolation and Bicubic
interpolation [5].
Image Histogram

An image histogram is a chart
that shows the distribution of
intensities in an image. The image
histogram  function  procedure
creates this plot by marking ng
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equally spaced bins (frequency of
occurrence), each representing a
range of data values .It then
calculates the number of pixds
within each range [6].
I mage Fusion

The fusion of images is the
process of combining two or more
images into a single image
retaining important features from
each. The most common form of
transform image fusion is waveet
transform fusion. In common with
al transform domain fusion
techniques, the transformed images
are combined in the transform
domain using a defined fusion rule
then transformed back to the spatial
domain to give the resulting fused
image. Wavdet transform fusion is
more  formally  defined by
considering the waveet transforms
o of the two registered input
images |, and |, together with the

fusion rule (Ef’). Then, the inverse
wavdet transform ! is computed,
and the fused | is reconstructed [8].

| =w'tw w9

where, ® is the wavdet
transform, ®* is the inverse
waveet transform., |, and |, are
the input images, | is the fused
image.
This process is depicted in Figure

)
5. Wavelet Transform

Wavdet transform is used to
convert a spatial  domain into

frequency domain. The use of wavelet
in image stenographic mode lies in
the fact that the waveet transform
clearly separates the high frequency
and low frequency information on a
pixel by pixd basis. Discrete Wavelet
Transform (DWT) is preferred over
Discrete Cosine Transforms (DCT)
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because image in low frequency at
various levels can offer corresponding
resolution needed. A one dimensional
DWT is a repeated filter bank
algorithm, and the input is convolved
with high pass filter and a low pass
filter. The result of latter convolution
is smoothed version of the input, while
the high frequency part is captured by
the first convolution. The
reconstruction involves a convolution
with the synthesis filter and the results
of this convolution are added. In two
dimensional transform, first apply one
step of the one dimensional transform
to al rows and then repeat to all
columns. This decomposition results
into  four classes or band
coefficients[7]. The Haar Wavdet
Transform is the simplest of all
wavedet transform. In this the low
frequency wavedet coefficient are
generated by averaging the two pixe
values and high frequency coefficients
are generated by taking half of the
difference of the same two pixels. The
four bands obtained are approximate
band (LL), Horizontal band (LH),
Vertic Band (HL), and diagonal
detail band (HH)[17].

Each subband provides
different information about the image.
The LL subband is a coarse
approximation of the image and
removes all high frequency
information. The LH subband removes
high frequency information aong
rows and emphasizes high frequency
information along the columns, thus
capturing the horizontal edges. The
HL subband emphasizes vertical
edges, and the HH  subband
emphasizes diagonal edges. To
compute the DWT of the image at the
next scale, the process is applied again
to the LL sub band [10]. Further, N-
level of decomposition is applied over
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the low- low (LL) subband, as shown
in Figure (3).

6. Pseudorandom
Generation
Random sequence is a series of
numbers which when observed for a
sufficient time interval, exhibits
independence of any previous or
future time intervals. The seguences
generated by shift register are not truly
random, being finite in length. The
length of the sequence varies with the
length of the shift register. The
sequence repeats itsdf periodicaly;
hence the name pseudorandom
sequence. Even so, there are certain
properties associated with PN codes
that agree with the concept of
randomness. The sequence generated
by shift register is a series of binary
bits (1’sor 0’s) [11].

The proposed PN here must be
compatible with number of pixds in
cover image [12]. The purpose of
using the PN is to distribute the secret
image bits over very wide range of
cover pixels which may increase the
imperceptibility of the stego- image as
well as to increase the robustness,
which is the main important property
of the steganographic systems, against
attacks which try to remove the secret
image.

7. Theproposed system

In the proposed steganographic
algorithm will be used three PN are:

PN1: this PN is used to sdect
random host pixds from the
decomposed image.

PN2: this PN is used to sdect the
position within the host pixes bits to
insert the secret image coefficients.

PNe : to increase the robustness of
their proposed algorithm, PNe is used

Sequences
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to cipher the  secret image by
transposition of the pixels. This PN
must be compatible with the number
of secret image pixels.

The general modd of the proposed
system includes two parts:

Sender part.

Recipient part.

8.1 Sender part

Several stages are proposed in the
sending process to achieve the goal of
information hiding. Figure (4) shows
the sender process.

8.1.1 Stages of the sending process
Stage 1 Wavelet Decomposition:

The aim of decomposition is to
separate  the low frequency
component, which has the most energy
of the image, from the high frequency
component.

For waveet transform, the cover
image is decomposed up to 4 leves
using Haar waveet transform. Figure
(5) show the 4-levels decomposition
on a Lena covered image.

After wavelet decomposition, the
result converted into a vector form (V)
in which the wavelet coefficients using
bit form for each coefficient. So, three
vectors will be generated (V-red,V-
green,V-blue)).

Stage 2 Ciphering Process

A transposition ciphering, which is
based on changing the position of the
pixels of the secret image, has been
carried out. The transposition ciphers
rearrange pixels according to some
pre-defined scheme. In the case of
image, there are many algorithms that
could be used to rearrange the original
image data. One of these algorithms,
which are sdected in this paper, is the
use of PN-sequence (PNe) to get
scrambled image.

The sdlected color secret image and
its ciphering are shown in Figure (6).
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Stage 3 Wavelet Decomposition of
Secret Image

The ciphered secret image is
transformed to one levd DWT using
Haar wavdet transform. The
coefficients are converted to a binary
form.

Stage 4 Embedding Process
Embedding process has been
achieved by embedding the 1-leve
decomposition for the ciphered secret
image into the 4-level decomposition
of the cover image. The coefficients
obtained in the wavelet decomposition
are randomly selected from the vectors
V according to a pseudorandom
sequence, which is named PN1.

The embedding process will place
the bits of ciphered secret image
instead of sdected bits from the
coefficient of the cover image. The
sdlection of which bits will be taken as
a host depends on  another
pseudorandom sequence named PN2.
This process is repeated until al the
bits of ciphered secret image are
completedy  embedded in  the
coefficients.

Stage 5 Wavelet Reconstruction

After all bits of the ciphered image
are successfully embedded in the
coefficients, new  vectors  of
coefficients will be obtained. For
wavelet  coefficients (vectors V),
taking inverse waveet transform and
using the same filters according to
the filter and levds wused in
decomposition process and
concatenation between the three layers
(R,G,B), will reconstruct  the
original image. This image is called
Stego-image. As a result, the stego-
image is completdy similar to the
original cover, as shown in Figure (8).

The proposed system is embedding
a color secret image into a color cover
image. The 2D DWT is applied for
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each color plane (Red, Green, Blue) of
both images separately. Four leve
DWT is applied for the cover image,
while the secret image is ciphered by
using the PN-sequence PNe to get
scrambled image and then converted
into one leved DWT. For the two
images, Haar wavedet transform is
used as a wavelet filter.

The embedding process depends on
two PN-sequences, PN1 for choosing
the suitable coefficient for embedding
and PN2 to sdect the bits in the cover
image codfficients to replace them
with the secret image coefficients.
Each color plane in the secret image is
embedded in the corresponding color
plane from the cover image. This
processisillustrated in Figure (9).
8.1.2 TheHistogram of Test

The test can be implemented with
these chosen images:

The secret image (Helicopter
(128*128)) color image.

The cover image
(256*256)) color image.
The histogram of the cover image
Shown in the Figure (10) and the
histogram of the stego-image shown in
the Figure (11)

As shown from Figure (10) and
Figure (11), the histogram of the cover

(Lena

image does not differ from the
histogram of the stego-image.
To prove this similarity, the

histogram result for subtraction of the
cover image from the stego image will
be as shown in Figure (12).
8.2 Recipient part

The recipient will certainly get the
stego-image, but he could not extract
the secret information out of the cover
without the knowledge of which keys
(PN1, PN2 and PNe) have been used
in the embedding process. The block
diagram of this part is shown in Figure
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(13). The extracting process will be
started. This can be done by handling
the stego-object by 4-levd wavedet
decomposition using the same filters
used in the sender stage the
coefficients results are rearranged in a
manner similar to that in the sender.
The secret image will be extracted by
using the same PN1 and PN2 used in
the sender to sdect the coefficients
where the data has been embedded and
the same PNe for deciphering process.
By taking the inverse of the ways used
in embedding process, the secret
image is perfectly reconstructed.

The recipient will certainly get the
stego-image. The extraction of secret
image cannot be done without
previous knowledge of which keys
PN1, PN2 and PNe have been used in
the embedding process. This process is
shown in Figure (14).

Several tests have
been applied to several images  shown
Figure (15), and the results wereasin
the table (2,
the results were compared with
theresults of the reference [17].
9.Conclusions

The proposed system hides the
secret image in the cover image based
on wavdet based fusion method, this
lead to increase the imperceptibility of
the system.

The combination of the
steganography with the cryptography
techniques is used in this work to
increase the leved of security. Even if
the attacker knows the embedded
image, it is difficult for him to known
the original image, since it is
scrambled before embedded.

The histogram test proved that the
histogram of the stego-image is similar
to the histogram of the cover image.
That means the attacker cannot
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distinguish between the statistics of

stego-image and cover image.

The results that were obtained from
avariety of testsasin Table 1 that the
system is aimed at security, since the
corrdation value approaches one and
high PSNR value (PSNR equals up to
44.9752dB). Also if the capacity of
embedded images increases then the

PSNR and Corrdation will be

decreased.
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Figure (7) 1-level decompaosition for
ciphered secret image.
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